


 
 

 
Basics of Software Testing-I 

 

In this chapter, we discuss the following topics: 

1. Introduction to Software Testing 

2. Understanding Error, Fault and Failure 

3. Software Quality Attributes 

4. Requirements, Behavior and Correctness 

5. Correctness Vs Reliability 

6. Testing and Debugging 

7. Test Metrics 

    Summary 

 

1. Introduction to Software Testing 

1.1 Software: Software is a set of instructions to perform some task. 

 
Software is used in many applications of the real world. Some of the examples are 

 

� Application software, such as word processors  

� Firmware in a embedded system 

� Middleware, which controls and co-ordinates distributed systems 

� System software such as operating systems 

� Video Games 

� Websites 

 

All of these applications need to run without any error and provide a quality service to the 

user of the application. In this regard the software has to be tested for its accurate and 

correct working. 

 

1.2 Software Testing:  

 
Testing can be defined in simple words as “Performing Verification and Validation of the 

Software Product” for its correctness and accuracy of working.  

 

Other definitions of Software Testing: 

 



Software testing is an investigation conducted to provide stakeholders with information 

about the quality of the product or service under test. 

Software Testing also ensures whether the software program/application/product: 

� Meets the business and technical requirements that guided its design and 

development; 

� Works as expected; and 

� Can be implemented with the same characteristics. 

 

Testing is done manually or using automated tools. Testing is done by a separate group of 

Testers. Testing is done right from the beginning of the software development life cycle 

till the end; it is delivered to the customer. 

 

1.3 Functional Vs non-functional testing 

 
Functional testing refers to tests that verify a specific action or function of the code. 

These are usually found in the code requirements documentation, although some 

development methodologies work from use cases or user stories. Functional tests tend to 

answer the question of "can the user do this" or "does this particular feature work". 

 

Non-functional testing refers to aspects of the software that may not be related to a 

specific function or user action, such as scalability or security. Non-functional testing 

tends to answer such questions as "how many people can log in at once", or "how easy is 

it to hack this software". 

 

2. Error, Fault and Failure: 
 
Humans make errors in their thoughts, actions, and in the products that might result from 

their actions. Errors occur in the process of writing a program. 

 

A programmer makes an error (mistake), which results in a defect (fault, bug) in the 

software source code. If this defect is executed, in certain situations the system will 

produce wrong results, causing a failure. Not all defects will necessarily result in failures. 

For example, defects in dead code will never result in failures. A defect can turn into a 

failure when the environment is changed. Examples of these changes in environment 

include the software being run on a new hardware platform, alterations in source data or 

interacting with different software. A single defect may result in a wide range of failure 

symptoms. 

 

Not all software defects are caused by coding errors. One common source of expensive 

defects is caused by requirement gaps, e.g., unrecognized requirements that result in 

errors of omission by the program designer. A common source of requirements gaps is 

non-functional requirements such as testability, scalability, maintainability, usability, 

performance, and security.   

 



Errors – Examples 

 
�   Incorrect usage of software by users  

�   Bad architecture and design by architects and designers  

�   Bad programming by developers 

�   Inadequate testing by testers  

�   Wrong build using incorrect configuration items by Build Team Member   

 

Fault - Examples 

 

     A fault is the manifestation of one or more errors  

  

�   An incorrect statement   

�   Wrong data type  

�   Wrong mathematical formula in design document  

�   Missing functionality in the system        

 

Failure 
 

 A failure occurs when a faulty piece of code is executed leading to incorrect state that   

f propagates to the program’s output.    

 

The following figure tells us how Error made by human will result in failure of the 

software. 

 

Figure (1) to understand Error, Fault and Failure 
 

 
 

Error / Mistake  

A human 

 action that produces 

 an incorrect result  
Defect / Bug / Fault  

A flaw in a component or system  

that can cause the  

component or system to fail  

to perform its required function 

Failure  

Deviation of the component  

or system  

from its expected delivery,  

service or result  



Figure (2) to understand Error, Fault and Failure: 
 

 
 

 

Finding faults early 
 

It is commonly believed that the earlier a defect is found the cheaper it is to fix it. The 

following table shows the cost of fixing the defect depending on the stage it was found. 

For example, if a problem in the requirements is found only post-release, then it would 

cost 10–100 times more to fix than if it had already been found by the requirements 

review.  

                                          

 Time Detected 

 
 

 

 Requirements Architecture Construction System 

Test 

Post-

Release 

Time 

Introduced 
Requirements 1× 

  

3× 5–10× 10× 10–

100× 

Architecture - 1× 10× 15× 25–

100× 

Construction - - 1× 

  

10× 10–25× 

        

 



Software Testing Objectives: 
 

Testing is done to fulfill certain objectives  

 

� To discuss the distinctions between validation testing and defect testing 

� To describe the principles of system and component testing 

� To describe strategies for generating system test cases 

� To understand the essential characteristics of tool used for test automation 

� To find or prevent defects  

� To determine that software products satisfy specified requirements  

� Ensuring that a system is ready for use  

� Gaining confidence that it works 

� Providing information about the level of quality  

� Determining user acceptability  

� Software quality measures how well software is designed (quality of design), and 

how well the software conforms to that design (quality of conformance). 

            

 

3. Software quality: 
 

 

1) Conformance to specification: Quality that is defined as a matter of products and 

services whose measurable characteristics satisfy a fixed specification – that is, 

conformance to an in beforehand defined specification.  

 

2) Meeting customer needs: Quality that is identified independent of any measurable 

characteristics. That is, quality is defined as the products or services capability to 

meet customer expectations – explicit or not.  

 
Software quality is a multidimensional quantity and is measurable.  

 

To do this, we need to divide and measure software quality in terms of quality 

attributes: 

 

�  Static Quality Attributes  

 

�  Dynamic Quality Attributes  

 

 
 



 The following figure shows the different quality attributes: 
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Software Quality Attributes: 

 
 

 

Software Quality Attributes:  

-  Static Attributes: 

      

 1. Maintainability and its Sub-characteristics: 
 

In software engineering, the ease with which a software product can be modified in order 

to: 

� correct defects 

� meet new requirements 

� make future maintenance easier, or 

� cope with a changed environment 

 

These activities are known as software maintenance. 

 

A set of attributes that bear on the effort needed to make specified modifications are: 

 

                   1.1 Analyzability: Attributes of software that bear on the effort needed for  

                         diagnosis of deficiencies or causes of failures, or for identification of   

                         parts to be modified 

 

                   1.2 Changeability: Attributes of software that bear on the effort needed for   

                         modification, fault removal or for environmental change  

 

Documentation 

Software 

 Quality  

Dynamic  

Attributes  

Static  

Attributes  

Structured  

Maintainable 

Testable 

Usability 

Reliability 

Correctness 

Completeness 

Consistency 

Performance 



Basics of Software Testing-I                                UNIT I                          Software Testing 

Prof. G C SATHISH RevaITM, Bangalore 

                   1.3 Stability: Attributes of software that bear on the risk of unexpected effect  

                         of modifications  

 

                   1.4 Testability: Attributes of software that bear on the effort needed for  

                        validating the modified software. The degree to which a system or  

                        component facilitates the establishment of test criteria and the  

                        performance of tests to determine whether those criteria are met    

 

                       Static Testability Ex: Software Complexity  

                       Dynamic Testability Ex: Test Coverage Criteria 

 

Software Quality Attributes:  

-  Dynamic Attributes: 

 
1. Completeness:   The availability of all the features listed in the requirements or in the   

                                user manual. 

 

2. Consistency:  adherence to a common set of conventions and assumptions.  

 

2.1 Compliance: Attributes of software that make the software adhere to 

application related standards or conventions or regulations in laws and similar 

prescriptions 

 

2.2 Conformance :  Attributes of software that make the software adhere to  

       standards or conventions relating to portability. 

 

3. Usability:  The ease with which an application can be used. Usability testing also 

refers to testing of a product by its potential users 

 

 3.1 Understandability: Attributes of software that bear on the users' effort  

      for recognizing the logical concept and its applicability 

 

             3.2 Learnability: Attributes of software that bear on the users' effort for  

                         learning its application  

 

3.3 Operability : Attributes of software that bear on the users' effort for  

      operation and operation control  

 

4. Performance: The time the application takes to perform a requested task.   

    Performance is considered as a nonfunctional requirement.    

 

                   4.1 Time behavior: Attributes of software that bear on response and  

                         processing times and on throughput rates in performances its function 

 

             



               4.2 Resource behavior: Attributes of software that bear on the amount of  

                  resource used and the duration of such use in performing its function  

 

5. Reliability: Software Reliability is the probability of failure-free operation of   

    software over a given time interval and under given conditions  

 

                  5.1 Maturity: Attributes of software that bear on the frequency of failure by  

                        faults in the software.  

 

                  5.2 Fault tolerance: Attributes of software that bear on its ability to maintain  

                        a specified level of performance in case of software faults or of  

                        infringement of its specified   interface.  

 

                  5.3 Recoverability: Attributes of software that bear on the capability to re-  

                        establish its level of performance and recover the data directly affected in  

                        case of a failure and on the time and effort needed for it. 

 

For example, the Transmission Control Protocol (TCP) is designed to allow reliable two-

way communication in a packet-switched network, even in the presence of 

communications links which are imperfect or overloaded. It does this by requiring the 

endpoints of the communication to expect packet loss, duplication, reordering and 

corruption, so that these conditions do not damage data integrity, and only reduce 

throughput by a proportional amount. 

 

Data formats may also be designed to degrade gracefully. HTML for example, is 

designed to be forward compatible, allowing new HTML entities to be ignored by Web 

browsers which do not understand them without causing the document to be unusable. 

 

Recovery from errors in fault-tolerant systems can be characterized as either roll-forward 

or roll-back. When the system detects that it has made an error, roll-forward recovery 

takes the system state at that time and corrects it, to be able to move forward. Roll-back 

recovery reverts the system state back to some earlier, correct version, for example using 

check pointing, and moves forward from there. 

  

6. Correctness: The correct operation of an application 

 

                   6.1 Accurateness: Attributes of software that bear on the provision of right or  

                         agreed results or effects  

 

                   6.2 Suitability: Attributes of software that bear on the presence and                   

                         appropriateness of a set of functions for specified tasks  

7. Correctness: It attempts to establish that the program is error- free, testing attempts to 

find if there are any errors in it. 
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